SAE Paper 980199Advanced Design and Validation Techniques for Electronic Control UnitsMax Fuchs, Michael EckrichBMW AG, Systems Engineering, EG-K-3, D-80788 M�nchenOlaf M�ller, Jan Philipps, Peter ScholzTechnical University Munich, Computer Science Department, D-80290 M�nchenCopyright ' 1998 Society of Automotive Engineers, Inc.ABSTRACTIncreasing demand for dynamically controlled safetyfeatures, passenger comfort, and operationalconvenience in upper class automobiles requires anintensive use of electronic control units includingsoftware portions. Modeling, simulation, rapidprototyping, and verification of the software need newtechnologies to guarantee passenger security and toaccelerate the time-to-market of new products.This paper presents the state-of-the-art of the designmethods for the development of electronic control unitsoftware at BMW. These design methods cover bothdiscrete and continuous system parts, smoothlyintegrating the respective methods not merely on thecode level, but on the documentation, simulation, anddesign level. In addition, we demonstrate two modelingand prototyping tools for discrete and continuoussystems, namely Statemate and MatrixX, and discusstheir advantages and drawbacks with respect tonecessary prototyping demands.Furthermore, we discuss how even more advancedtechnologies could be applied in the near future in thearea of formal verification, aiming at the validation ofsafety-critical properties. Both design methods andverification have been applied to the case study of acruise control system. INTRODUCTIONThe number of electronic control units (ECUs) in theautomotive sector increases continuously. ECUs areused to guarantee an optimum of active passengersecurity, driving comfort, and operational convenience.Behind these units is the more and more complexsoftware which controls all functions of an automobile —from the central locking system to the air condition andto the engine timing. This software has to performaccording to the customers’ wishes and requirementsand has to be completely and faultlessly finished atlatest with the start of the serial production. Beta-testswhich are well-known from the software industry in thearea of electronic data processing can not be used inthis context: customers in daily road traffic cannot serveastest persons, asit would contradict passengersecurity. Therefore, it is especially important to validateand verify all concepts and requirements asearly aspossible in the development process in order to meetthe customers’ requirements and yield maximumfunctional quality.This paper presents new semiformal descriptiontechniques for the development of control softwareincluding aprocess model that describes theappropriate use of the techniques in everydevelopment phase. Emphasis is laid on simulation,rapid prototyping, and verification in early developmentphases. This allows an early validation of concepts, abetter understanding and maintainability of thespecification, and hence aconsiderable reduction ofthe overall development costs. The techniquesdescribe the software no longer asan ASCII text by ahuge amount of program listings, but by graphical andfigurative presentations. Here, it has to bedistinguished between discrete and continuoussystem parts.The discrete parts describe states that can berecognized by immediate inspection, for example "Caris driving" or "Car is parking". They are represented inour approach by aspecial extended version of finitestate machines, namely Statecharts [8]. Statecharts aresupported by the commercially available developmenttool Statemate [11].The continuous parts describe continuously ongoingprocesses, asthey appear frequently for example inthe motor management. The mathematical basis ofthese descriptions is laid by mathematical equationsystems, which are the foundation of the developmenttool MatrixX [9]. With respect to the growing importanceof product liability techniques related to modelchecking are currently investigated, which are used toformally verify essential system properties. Thesetechniques base on mathematical algorithms andprovide means to check system properties for allpossible system states. This goes far beyond thecapabilities of simulation, which is restricted to user-selected or randomized state trajectories.

The paper is organized as follows. Section 2 describesthe development process for electronic control unitstailored for ahybrid discrete/continuous specification.In Section 3 essential steps of this process areillustrated by aconcrete case study, the developmentof a cruise control system. Finally, Section 4 introducesthe even more advanced techniques of modelchecking, analyzes the state of the art of thesetechniques, and concludes.A DESIGN PROCESS FOR ELECTRONICCONTROL UNIT SOFTWAREPresently, more than 50 electronic control units areintegrated in an upper class BMW. Approximately,more than 40 percent of these units are hybridsystems, which consist of discrete aswell ascontinuous parts. The design of such systems requiresan elaborated design process. Our suggestion ispictured in Figure 1 and explained in the sequel.• Starting with the informal problem description, forinstance in form of arequirements specification orthe developer«s ideas, we model the discretesoftware portions of the system in Statemate andthe continuous portions in MatrixX.• To verify and analyze the models, the singlecomponents of the system under development aresimulated in the above mentioned tools. After that,the system is simulated asawhole by the aid of aspecial integration of these two tools on thesimulation level.• In order to validate the key concepts of the finalproduct, we test an automatic-generated prototypealready in the early design phases with arapidprototyping hardware in the trunk of the automobile.This makes the system under developmenttangible.• After having ensured the key concepts of thesystem by the aid of simulation and prototyping, weprogram the system under development in thespecific code of the electronic control unit.Nowadays, this is still done by hand becauseavailable code generators are not yet capable togenerate lean and optimized code that fits on smalland cheap processors. Dealing with large-quantityproducts, it is cheaper to program the control unitsby hand for optimized code than to use moreexpensive units. The model code then has to beextended by operating system code.To model discrete, state-based systems by the aid ofStatemate, we follow principles of structured analysis[5]. We decompose asystem functionally in sub-functions. These subfunctions are called activities orActivitycharts in Statemate. The interaction of them isexpressed in terms of data and control flow. LikeStatecharts [8], Activitycharts can be decomposedhierarchically. This helps us to structure our models.The behavior of each Activitychart is formulated byStatecharts. Statecharts are due to David Harel et al.and are an extended version of Mealy machines. Inaddition to hierarchy, Statecharts offer the possibility tocombine automata in parallel that communicate viabroadcast communication.

informal descriptionStatematefunctionalmodels fordescretecomponentsCexecutablemodel forrapidprototypingMatrixxfunctionalmodels forcontinuousmodels

CECUcode

simulationverification hand codedCECUoperatingsystem automatic generationabstract modellingFigure 1: Design Process for ECU Software

Before we start to simulate a model, we run some testson the syntactical as well as on the semantic level to fixfirst design flaws. This is supported by the tool, too.Furthermore, asalready mentioned, it is possible tocarry out so-called dynamic tests and simulation.Finally, the prototype is generated and loaded on theprototype hardware.For the specification of continuous systems we use thetool MatrixX. MatrixX is a compound tool that consists ofanumber of tools that can be used for the overalldesign process. The most important components are:amathematical kernel, agraphical modeling andsimulation tool, and acompiler for automatic codegeneration. Control systems are graphically designedand simulated with the so-called System Builder. Alarge design library supports the design process withvarious elements like trigonometric functions,interpolation blocks, and — more general — algebraicexpressions.Rapid prototyping is a mean to develop touch-and-feel-systems. This is an essential point for systemdevelopment, especially in automobile industry.Already in the early design phases the product can beevaluated and discussed; not only by designspecialists but also by members of the board ofdirectors. Thus, it is on the one hand easier to developa system that is in some sense optimal for the user. Onthe other hand, the time-to-market can be decreased.That is an important factor to remain competitive in afast-paced market.Rapid prototyping makes systems touchable withoutthinking about resource restrictions: in this productphase we do not have to care about critical resourceslike processor performance, memory allocation,number and type of interfaces, and powerconsumption, for instance. The designer can totallyconcentrate on the functionality of the system becausea powerful prototyping environment is at our disposal.To be applicable for automobiles, arapid prototypinghardware platform has to have avery flexible interfaceto the car electronics. Therefore, such an interfacemust offer the possibility to be configured freely and, inaddition, must enable real time restrictions under twomilliseconds. At BMW, we use aVME bus systemcombined with aMotorola CPU card together with thereal time operating system VxWorks as target platform.When we transform the model in the target code intothe programming language Cthat runs on theelectronic control unit, we use optimized Clibraries.This code is integrated on the control unit with theappropriate operating system hardware aswell asthenecessary software for communication on the field bus.EXAMPLE APPLICATION: CRUISE CONTROLThe automatic cruise control for automobiles is areal-time system that contains both discrete andcontinuous elements. Hence, it is particularly well-suited asan application for the above-mentionedmethods and techniques for the design of embeddedsystems. In this section, we first give a short descriptionof the cruise control and then explain the designprocess for embedded systems with thesetechniques.CRUISE CONTROLThe requirements specification [2] describes theoperation of the cruise control as follows:The cruise control maintains constant speed for

IIIIIIIVVVIVIIaccelerationtimeFigure 2: Acceleration by the cruise control velocities of more than 40 km/h. Additional functionsprovide comfortable speed increase and decrease,and enable the car to automatically reach apresetspeed. As shown in Figure 2, the temporal course ofthe acceleration when reaching a preset speed can bedivided into seven phases. The driver can operate thecruise control with an input device that only allows theuse of one function at a time. When the driver uses thebrake or accelerator pedal, the automatic cruise controlis immediately switched off.Figure 3 shows the functional decomposition of thecruise control, modeled asan Activitychart ofStatemate. The interface of the cruise control to thevehicle�s other system components consists of thebrake pedal, the accelerator pedal, the user signalsfrom the input device, the current speed, and thethrottle setting controlled by the cruise control. THE DISCRETE ELEMENTS OF THE MODELWhich of the cruise control’s functions is currentlyactive is decided by the control activity@CTRL_speed_control in Figure 3. The prioritiesbetween the functions are specified by the statehierarchy in the control automaton shown in Figure 4:"fast_off" has the highest priority,"constant_speed" and "speed-resume" have thelowest priorities. A high-priority event is modeled by atransition at ahigh hierarchy layer. Hence, states withlower priority are left implicitly.By operating the input device, for example to resumespeed, a signal (REQUEST_SR) is input from thedevice. In the model this activates the correspondingfunction by starting an activity in Figure 3 (byst!(speed_resume)). An activity can contain eitheranother automaton (Statechart) for the specification ofthe activity’s behavior, or it can contain controlalgorithms that were derived in MatrixX and analyzed forstability and their transient response.THE CONTINUOUS ELEMENTS OF THE MODELThe function "speed_up" in Figure 3, for example, canbe realized with asimple PD-T1 controller, if thecontroller’s output characteristic models theacceleration process of phase IIIin Figure 2. Suchcontrollers are specified in MatrixX as in Figure 5.The triangular symbols represent amplifiers in thesignal flow, where the amplification factor is definedeither by aparameter (for example %factor) or by aconstant. The I/O behavior of the integrator and thedelay function is defined by the z-transformed transferfunction.SIMULATION AND ANALYSISExecutable specifications can be simulated and

TEMPOMAT@CTRL_speed_controlconstant_speedspeed_upsystem_offfast_offspeed_downspeed_resumegearenginedriverbrakethrottle_settingaccelerator_pedaluser_signalbrake_pedaltorquetorquecurrent_speedcurrent_speedFigure 3: Functional Decomposition of the cruise control analyzed. The formal proof of safety-critical properties,however, is not possible with simulation. This gap canbe closed by model checking; in the next section wewill elaborate on this verification technique.Another step in the specification phase is rapidprototyping. Prototyping is an important device toobtain aproof-of-concept. For the technology andapplication of rapid prototyping, we refer to [10].CONCLUSION AND FURTHER TECHNIQUESIn this article a new development process for electroniccontrol units has been proposed. The process hasalready been field-tested and installed at BMW formajor pilot studies. The major advantage of thisinnovative process is the enforced deployment ofsemiformal development methodologies. Thesemethodologies provide great potentials to fulfill thefollowing goals: development costs will beconsiderably diminished, quality will be increased, andthe overall development time will be significantlyreduced. Nevertheless, it remains important to furtherimprove this development process in future research.This is necessary ascontinuously new requirementson the development process of electronic control unitsarise.One such requirement is automatic code generation ofserial code in order to accelerate the developmentprocess further. The code generators that are state-of-the-art produce software code which is sufficient forthe application in rapid prototyping as discussed in thispaper, but is significantly too small and inefficientconcerning the integration in the actual serialproduction.Another important point in further research should bethe study of formal verification techniques. In this areathe techniques of model checking [3] are mostpromising. Model checking allows to verify safety-critical properties of the system in a fully automatic way.Therefore valuable insights may be gained concerningcritical system states of the automobile. In the BMBF

CTRL_speed_controlTEMPOMAT_ONspeedresumespeeddownpanic_offsystem_offconstantspeedspeedupTEMPOMAT_OFFsp(speed_resume)[REQUEST_SR and V>VMIN and V<VMAX]/st!(speed_resume)[REQUEST_SD]/st!(speed_down)sp(speed_down)overdrivesp(fast_off)[PANIC_OFF]/st!(fast_off)[REQUEST_OFF]/st!(off)sp(off)[REQUEST_SU and V>VMIN and V<VMAX]/st!(speed_up)[REQUEST_SU]/st!(speed_up)sp(speed_up) Figure 4: Statecharts specification of the priorities within the cruise controlFigure 5: MatrixX model of the controller for the function "speed up" project KorSys (Correct Systems) model checkingtechniques have been intensively studied, furtherimproved, and an interface to the developmentprocess described in this paper has been produced. Inthe following, we summarize the foundations of modelchecking and the results we obtained by thesetechniques in the early phases of automotive softwaredevelopment.Concerning model checking two different approacheshave to be distinguished, namely discrete modelchecking [3] and hybrid model checking [1]. Whereasthe former is restricted to discrete system descriptions,the latter allows the mixed specification of both discreteand continuous system properties. Nevertheless, bothtechniques follow the same principles: The systemspecification is described by some kind of finite statemachine, the system property to be checked isdescribed in alogic, that allows to express qualitativerelations between system events. Using thetechniques in [4] this logic can be completely hiddenfrom the user by providing graphical timing diagrams.Concerning the system description, an important resultcould be obtained in the KorSys project with respect todiscrete model checking: an interface to thecommercial product Statemate has been produced, sothat system specification can be performed in agraphical manner using all advantages of hierarchy,broadcasting, and parallelism provided by Statecharts.The kernel of the model checking algorithm checksevery reachable system state whether if fulfills thegiven system property or not. The success of themethod is given by an especially efficient encoding ofthe system states. In discrete model checking it ispossible to verify more than 1020 system states.Nevertheless, the limits of model checking are given bythe complexity of the system to be verified.Here, another essential result of the KorSys project isof importance. Both discrete and hybrid modelchecking techniques have been evaluated with casestudies from the current development at BMW. Fordiscrete model checking acentral locking system hasbeen verified. It turned out that the specification couldbe described in avery natural way and that theverification yielded valuable results in an efficient time.For hybrid model checking, apneumatic suspensionsystem has been verified [12]. Although someessential safety-critical properties could be verified, themodel’s complexity had to be reduced in asignificantway. It turned out that hybrid model checking in generalis still far beyond discrete model checking with respectto practical applicability even if state-of-the-art tools areused. Future research should investigate thesecomplexity issues in more detail.ACKNOWLEDGMENTSThis work has partially been funded by the GermanMinistry of Research and Technology (BMBF) withinthe KorSys project under grant FKZ 01 IS 519 D 7.CONTACTThe authors� e-mail addresses:{maximilian.fuchs | michael.eckrich}@bmw.de{mueller | philipps | scholzp}@forsoft.deREFERENCES[1]Rajeev Alur, Costas Courcoubetis, Thomas A.Henzinger, Nicolas Halbwachs, Pei-Hsin Ho, XavierNicollin, Alfredo Olivero, Joseph Sifakis, and SergioYovine. The algorithmic analysis of hybrid systems.Theoretical Computer Science 138:3-34, 1995.[2]BMW Requirements Specification Cruise Control.[3]R. Burch, E. M. Clarke, K. L. McMillan, D. L. Dill, and J.Hwang. Symbolic model checking: 1020 states andbeyond, Proc. 5th IEEE Symp. Logic in ComputerScience, 428-439, 1990.[4]Damm, W., Hungar, H., Kelb, P. und Schl�r, R.: Usinggraphical specifica-tion languages and symbolic modelchecking in the verification of a production cell.publication, FZI, 1994.[5]De Marco, T.: Structured Analysis and SystemsSpecification. Englewood Cliffs. Prentice-Hall, N.J.,1979.[6]Eckrich, M.: Methodische Unterst�tzung zurSpezifikation, Validierung und Diagnoseentwicklungbeim Entwurf mechatronischer Systeme. Dissertation,Technische Universit�t M�nchen, 1996.[7]Fuchs, M.: Functional specification of a tempomat. SFB-Report 342/1/93 B, Technical University of Munich,January 1993.[8]Harel, D.: Statecharts: A visual Formalism for ComplexSystems. Science of Computer Programming, 231-274,August 1987.[9]MatrixX - Product Family. Integrated Systems, Inc.,1996.[10]Spreng, M.: Rapid prototyping for automotive systemdevelopment. Ad-vanced Technology for Product andProcess Integration, SP-1079, SAE, 1995.[11]Statemate Documentation. i-Logix, Inc., Mai 1995.[12]Thomas Stauner, Olaf Mueller and Max Fuchs, UsingHYTECH to verify an Automotive Control System . InHART’97, Proc. of the 1st International Workshop onHybrid and Real-Time Systems, Lecture Notes inComputer Science 1201. Springer, 139-154.