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Abstract. A new computing era after mainframes, PC’s and mobiles
is becoming more and more anticipated since the beginning of the 21st
century: Ubiquitous Computing. A common characteristic behind this
approach is that, it is based on a substantially more flexible system un-
derstanding, whereby the thought of the system as a tool moves into the
background and the needs and wishes of the user step into the foreground.
In this paper we describe a generic mechanism for security and privacy
rights management in mobile and ubiquitous computing environments
that is based on the idea of seeing context information as intellectual
property and enforcing privacy- and ownership of users. This is achieved
by a security and context management architecture that enables each
described object in a context to directly or indirectly control the process
of creating a package of sensible or personal information and licensing it
(via existing DRM concepts) to any service provider that is interested in
consuming this information.
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1 Introduction

Adaptation in a common sense is defined as an act of changing (structure, form,
or habits) to fit different environmental conditions [7]. For technical systems in
general such environmental conditions are usually referred to as context (see also
[3] and [6]).

The idea of adaptive and ubiquitous systems is already a subject of intense
research for several years. Recently, some works on how adaptation can be en-
hanced were published [4] and rise the question on how information that is
distributed all over a ubiquitous system can be protected especially regarding
the user’s privacy.

In this paper we therefore first examine a short scenario to work out the
exact requirements of PRM (Privacy Rights Management). Based on these re-
quirements, we present an architecture to enable users to express and to enforce
conditions and constraints for the use of their data. Afterwards some consid-
erations about security aspects are made and in the concluding part, a first
evaluation of the system is given.
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2 Scenario and Requirements

The scenario contains a single user located in a public place like the center of
a city. There some location based services which rerquire the user to submit
specific information are offered. These services may be anything like buying a
ticket for museum entrance online or just simply map navigation. Usually the
user has no idea what exactly is done with his data. A service may store or
process the provided data in some way that is not intended by the user. As well
a service may pretend to be another one that is commonly trustworth and thus
exploiting lesser privacy concerns (e.g. run by a trustwoth company or the city
administration). Furthermore there may be services that demand information
but act automatically rather than waiting for a user’s request. From this scenario
the following requirements can be identified:

– Protection against misuse: There should be a possibility for a user to ex-
press conditions and constraints for the usage of context data. This includes
proper identification of services.

– Identification of pirated datasets: If a service was able to circumvent
the protection there should be a possibility to identify that service. (Not
covered in this paper, for details see [5]).

– Adjustment of laws: Under certain circumstances this will provide ad-
ditional security. (Not covered in this paper, for further in formation see
[5]).

– Ease of use: A protection system with maximum security but high com-
plexity of handling is of no use.

3 A Privacy Rights Management (PRM) System for
Ubiquitous Computing

In this section an architecture is described in short that is able to protect user
data from misuse and to express and enforce conditions and constraints for valid
uses or deny data if no adequate level of trust can be recognized. The basic idea
is to adapt a generic Digital Rights Management (DRM) system for the use in
a ubiquitous environment. The private context data is therefore treated as some
kind of digital property. This section describes the components involved in the
system and their cooperation. This approach has already been worked on in a
similar way e.g. by [9] and [10] but both took a more optimistic point of view
where market dynamics and laws would enforce the rights and constraints rather
than a technical solution.

In ubiquitous computing a user needs some device that allows the system to
interact with the user. This device can be anything from a device that only allows
identification or positioning of the user like active bats [2] to a fully featured
hand held or other mobile device that is capable of intense interaction with
the user. We have to distinguish these two classes of user devices. One enables
active requests of services and the other does not. In the first case the user can
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decide to use a service actively and this results in the generation of a signed
ticket consisting of a unique number and a time stamp. This ticked is sent to the
service. In the second case no active choice of the user is possible or intended by
the service. Here the service starts acting automatically. Furthermore if possible,
authentication between user device and service must be done. If this is not
possible due to lacking computation power or interaction facilities of the device
this will be delegated, but this will result in a loss of security.

Once a service gets active either by being sent a ticket or automatically,
this service has to contact a license server that is run (under control of) by the
user. Authentication between both is mandatory for ensuring the service to be
the one it pretends to be. If available the service has to hand over the ticket
to the license server. If the ticket was not handed over (user did not actively
request the service) the license server can ask a special user service that stores
information about services that a user is willing to use without explicit request.
If the service is not designated for use, no further steps are taken by the license
server and therefore the service will not receive any data. If it is designated, a
license is generated that describes the conditions and constraints for data usage
in a Rights Expression Language (REL) [1]. Furthermore a key for a symmetric
encryption is generated and enclosed in the license. The license server stores
meta data like the name of the service, service description, generated key etc. in
a special package and sends this to a context server. An index to this meta data
is generated, signed and sent together with the license to the service.

Now the service can send the recieved index to the context server which holds
the required data. If there is more than one context server involved, the meta
data was sent to all of them and hence the index now must be sent to all of them
as well. The signed index is a prove for the context server(s) that the service
was checked and it points to the meta data that is needed to collect the desired
data. For this purpose the service description is utilized. The data is assembled
in a container that is encrypted with the key from the meta data. This container
is now sent to the service. The service can now utilize the key from the license
to get access to the data.

4 Security issues

One now can state that the system does not provide any advances over a normal
access control system since nothing would keep the service from using the key to
extract the data and store it elsewhere, distribute it to unlicensed third parties
or misuse it in some other way. This assumption would be correct if there wasn’t
a further not yet mentioned fact to prevent this.

In DRM-systems a content provider has to trust rendering hard or software
to properly manage the content and the license. This is also true for the PRM-
system. In DRM-systems the trust is enabled through the system developer
either by developing the hard- or software itself or by certifying third party
rendering hard- and software. This is not possible in PRM since everybody
should be able to develop services. Therefore a trusted third party is needed.
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It acts like a Certification Authority (CA) and tests the services for back doors
or improper functionality. Then a certificate is issued that contains information
about the level of trust of the service and in some cases a hash value of the
software.

Now the license server comes back into the game. For authentication purposes
a certificate is needed anyway and here the extended certificates are used. A user
has to deploy a policy which rates the privacy of any of the user’s data. Of course,
some intelligent software like an assistant is needed to guide a user through an
initial assessment process and to enable proper rating even for unexperienced
users. According to this rating and the level of trust the certificate claims, the
license server can either grant or deny a license.

Obviously there must be a possibility to check the service during runtime
to ensure that the service software has not been manipulated after certification
time. This can be done by comparing the hash value from the certificate with
a hash value calculated e.g. by a function of the OS the service is running on
or some trusted hardware. The levels of trust that are stated by the CA then
are in detail: Level 1: software not checked, only authentication possible. Level
2: software checked but no on-line hash verification possible. Level 3: software
checked and secure hash verification online possible.

According to the levels a license server may only distribute public data to
a service of level 1 and on the other hand very private data only to services
of level 3. This method ensures that very private data is only provided to high
security services where proper usage of data and license is guaranteed. Services
that normally do not need confidential data do not need to be reviewed by the
CA and hence the certification complexity for them is not as high as for services
that want to deal with confidential data.

To be able to apply this system to a wide range of devices and situations we
also introduced class marks which consider different hardware and networking
situations (see [5]). However this is out of the scope of this document.

5 conclusion

We described a system that enables description and enforcement of conditions
and constraints for the use of confidential and private context data. The fact that
for full trustability a service has to be reviewed and certified by a CA is often not
affordable for small services. But this is often not necessary e.g. for service in a
trusted environment (home, friends). Services that only process less confidential
data only need a certificate that ensures their identity. Only services that process
highly confidential data must face the full certification process. The user has the
choice via the licence server to provide data or not. The enforcement of trust
relies on the CA and the online check of hash values but does not necessarily
require trusted hardware. Therefore the system fits for a wide spread spectrum of
services without changes and thus considers the premise of ubiquitous computing
that services should be available to anybody at any time in any situation.
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