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Organisatorisches

Termin far das Seminar
Optionen: 22. Januar — 2. Februar
Bitte in Doodle eintragen:

Termine

« Version 1.0 Seminararbeit: 2 Wochen vor Vortrag

* Probevortrag (verpflichtend): 2 Wochen vor Vortrag

* Finale Abgabe Seminararbeit: 1 Woche nach Vortrag


https://doodle.com/poll/wn8ci39d88xq5uug

Agenda

1. Organisatorisches

2. Software Qualitat — Eine Motivation
3. Effektiv Prasentieren

4. Literaturrecherche



Software Qualitat

Eine Motivation

Maximilian Junker
(mit Folien von Benedikt Hauptmann, Henning Femmer, und
Florian Deissenbdock)

Technische Universitat Mlinchen
Informatik 1V: Software & Systems Engineering
Prof. Dr. Dr. h.c. Manfred Broy



Agenda

1. Software Qualitat?

2. Qualitat von Sourcecode

3. Qualitat von Anforderungen

4. Qualitat von Tests

5. Tools fur die Qualitatssicherung




Software Qualitat fassen — Qualitatsmodelle

Qualitatsmerkmale von Softwaresystemen (ISO 9126)
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Unterschiedliche Qualitatsmodelle — Was nun?
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Aktivitatsorientierte Qualitatsmodelle

Beispiel Requirements Engineering
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Aktivitatsorientierte Qualitatsmodelle
Beispiel Requirements Engineering

[

4 I

Presence of

Glosary

Formalization in

Experienced Mon-IT
Developer User
Read & Develop Read &
Understand Application Understand
RE Artifact 1 M A M 4
+ + + + —_—

UML Diagrams

@est des Vortragsy




Qualitat von Sourcecode

— ’W"et.err r""'u“i-u.r ;

- Codecs.open(“alle. 1y -,
text = f.read() o

f.close()

# open the file again for writing

f = codecs.open("alle. txt", "»
f.write(value+"\n")
# write the original contents




Potentielle Bugs

4B protected static Properties getPreferences() {
:#3 47 if (fPreferences == null) {

8 fPreferences = new Properties();

49 fPreferences.put("loading™, “true");

S fPreferences.put("filterstack”, "true");

51 readPreferences();

52 }

53 return fPreferences;

54 }
%Buglnfo&@ #|’#~E§~ = =08
BaseTestRunner.java: 47
-] Mavigation

Incorrect lazy initialization and update of static field junit.runner.BaseTestRunner.fPreferences in junit.runner.BaseTestRunner.getPreferences()
On field junit.runner.BaseTestRunner.fPreferences

Bug: Incorrect lazy initialization and update of static field junit runner BaseTestRunner fPreferences in
junit runner BaseTestRunner getPreferences()

This method contains an unsynchronized lazy initialization of a static field. After the field is set, the object stored into
that location is further updated or accessed. The setting of the field is visible to other threads as soon as it 1s set. If the
futher accesses in the method that set the field serve to initialize the object, then you have a very serious

multithreading bug, unless something else prevents any other thread from accessing the stored object until 1t 1s fully
inttialized.

Evwen if vou feel confident that the method 1s never called by multiple threads, it might be better to not set the static

field until the value you are setting it to 1s fully populated/initialized.

Rank: Scary (6), confidence: High
Pattern: LI LAZY INIT UPDATE STATIC




Formatierung

hashCut.data =
hashCut.length =

if ((err

goto
if ((err
goto
[(err
goto
[(err
goto
[(err
goto
goto
[(err
goto

if

if

if

if

err

hashes + SSL_MD5 DIGEST LEN;
SSL_SHA1 DIGEST LEN:

= S5LFreeBuffer (&hashCtx)) = 0)

fail;

= ReadyHash (&£55LHa=sh5HA1, &hashCtx)) = 0)

fail;

= S55LHashS5HA] .update (&hashCtx, &clientRandom)) !'= 0)
fail;

= S55LHashS5HA] .update (&hashCtx, &serverRandom)) !'= 0)
fail;

= S55LHashS5HA] .update (&hashCtx, &signedParam=)) = 0)
fail;

fail;

= S5LHashS5HA] .final (&hashCtx, &hashCutc)) = 0)

fail;

szlRawvVerifv(ctx,
ctx->peerPubKey,
dataToSign,
dataToSignLen,
signature,
signaturelen) ;

if{err) {

fail:

sslErrorlLog ("55LlDecodeSignedServerEeyExchange
"retorned %d\n", (int)err):
goto fail:;

S55LFrecBuffer (&zignedHashes) ;
S5LFrecBuffer (&hashCtx) ;
retorn err;

F* plaintext */
J* plaintext length

z=z1RawVerify



Schachtelungstiefe

for (const_iterator<Permission> permission =
permissions.begin();
permission != permissions.end(); ++permission) {
if (Ipermission->isinternal()) {
if (user->hasPermission (permission)) {
cout << " " << permission << end|;

}
}
}
|

}
} /* bezieht sich auf if in Zeile 172 */

}




Klone

pl.l_'lr::t_'ihirn fremnat{String Feld) {
i
fireed = Fiedd replace BBV A", "Heamp; ) replace 8TV N1, “ap=);

Sringuffer 5o = new Stringbuffen();
StringBuffer currentCommand = rul;

char c;
oalean eacaped = Faos, incommand = Fales;

Feae i o= 10 i = Pl hesngith); i {
= i, chhandit i
i[’m:madmf:-—'l.ﬂ‘.l{

appendl )

sh
scaped = False;
} d!c il fc == "1} {
if (inoommnand
1* Close Command *f
String command = currentiCommand, baString(l;
Cdart rmult = CHARS. gk [rnmimesnd)
i {result i= rul) {
sh. append({Soing) result);
Felse {
sb. append command];
F

4
escaped = brue;
incommand = troe;
crreatCammand = new Sregluffer(;

b else i (Vincommand B (c s " || e {
11 Swialicms the brace,

b else B (Character isLatber(c) || (£ == %"
|| (Globais. SPECTAL_COMMAND_CHARS,

irde0f{ String. valus O F{e)) =
escaped = False;
if (Vi ommand)
shappendic);
1 Else woe are i & command, and should not keep the letter.
else {
currentCammand, append(c);

t:st'."hu'\‘.'m ir ttwr\erﬁiwnmrd len;tH1 == ]}

nﬁ[ String format{Seing feld) {

ek = e relocARPAY, b rephace AT, , e

StringDuffer sb = mew Stringbuffen();
StringBuffer currentCaommand = rul;

char c;
hoolean escaped = faws | incommand = Falos;

lnrtl-l:l i Fiakd leragthy}; i+=+) {
= Fied, charfu(il
I’fa:uda&{c =
b zppend(\)

I* Oose Command *|
String command = currentCommand, boTtringl);
et e = Glnhals, HTWCOHAR S gahirommeand )
W {reak 1= mull) {

sh.append({Sting) resuk )y

else

I
y sb. appandi cormmand]);

F
escaped = ktrue;
incommeand = brue;
currentCommand = reew StringBuffer);
F edse i { Sncommand B (come || o)
[ Sovalowd the brace,
telse i [ Charscter slatter(c) || (o =="%")
| { Globale, SPECTAL_COMMAND_CHARS. indas0F Sring. valua(y
wscaped = false;

i { tincosenand)

sh.appendc];

) Else wie are in & L\:HTIT-ﬂ'bd_ arvd should not keep the leliter.
else |

currentCommand. appendic);

testCharCom: iF ([ currentCommand. lengthl) --I- 1)




Anforderungsqualitat




Vage Phrasen TI-ITI

The system generates relations to[other]
files, based on attribute values.

The controls shall be illuminated where
{appropriate.}

The device shall allow the user to
reguest recommendations in @s few
steps as possible}




Undefinierte Akronyme

ERTMS/ETCﬁ on-board

equipment shall send-z

ERTMS/ETCS The ETCS part of ERTMS
MA Movement Authority <=
RBC Radio Block Centr&

request 0 theRBC and

wait. If an authorisation is
eeeived from , the process

?47

shall go to S24.



Unvollstandige Anforderungen

Platzhalter und
Standardtexte

[This section contains the |
s of ¢ ]




Klone

Copy & Paste Reuse (Cloning) fuhrt zu
1. HOheren Wartungsaufwanden
2. Inkonsistenzen

[REQ101]
Component A must receive data and
confirmation.

[REQ201]
Component B must receive data and
confirmation.

[REQ801]
Component C must receive data and
confirmation.

[REQ401]
The component D must receive
data and confirmation.

[REQ501]
Component E must receive sender
name , data, and confirmation.



Testqualitat




TUTI

Fragile Tests

RECORD 'oe;l Qualicen Scout X _

) Add New Action ~ | 3¢ [ [7] v o | A v | 2k Turbo Mode | |igg Screenshot ap QUH“CE“ Scout-D I_
# Action

B1  Mouse Click Left  Relative € UsemnameField < C | (1 131.159.47.17:8082/dashboard.html
B2 Key Sequence  admin @ UsemnameField .

B3  Mouse Click Lefi  Relative & PasswordField D Q l

B4 Key Sequence  admin € PasswordField u a I g n

Bs Mouse Click Left Relative < |oginButton

E6  Validate Exists

[ QualicenL ogoDashboarg LOC forfest-[ Clone Cover: Fi1

/

(# Add New Itern = @& Track.. | 3¢ [] y v o | G | B TestScoutRepository = | = ﬁriables... ¥ Cleanup
Item Path
= @ Login_Dialog Basegfdom[@caption="Qualicen Scout’ and @page="ogin.html' and th="flogin.html' and @browsername="Mozilla']
%> UsernameField put[#username-field]
%> PasswordField f{input[# password-field]
«» LoginButton ./ fbutton[#'login-button]
= @ Main_Windows Base: fdom[1]
< AccountPo ffimg[#'account-popup-button]
< Logout B i [T =
QualicenLogoDash... body/div[10]/fimg[@src="http://131.159.47. 17:8082fimages/teamscale




Ineffektive Tests

176832 _SecurityTrimminglsAppliedToSearchResults

[CONTEL y;ajidation Ratio

Vi)
Nam

Setuyl

TearDown: ---

Step 01: LoginToApplicationAndValidateloggedInUsername

Step 02: NavigateToDocumentsListPageFromHomePage

Step 03: SetAnyUserwWhoCanReadItemsInDraftItemSecuritySetting

Step 04: UploadDocumentToDocumentsLibrary

Step 05: NavigateToHomePageFromEditPage

Step 06: CreateNewSharePoint51iteAtHomePage

Step 07: EditNewSharePoint5SiteAndFillMandatoryFieldsInMetadataPane

Step 08: AddDocumentModuleToExistingNewsSite

Just 17 out of 1235 step(s) of this test are validating steps. (13.60%)




Keine oder schlechte Struktur in Tests

RECORD

(®) Add New Action -

% RUN

[ n

Add Entry

=k Turbo Mode

#

Ci10
S 1
G 12
B 13
S 14
S 15
S 16
B 17
S 13
S 19
& 20
B 21
@22
B9 23
Q24
& 25
S 26
@27
@ 28
& 29
S 30
=3

Action

Run Application

Mouse

Key Sequence
Mouse

Mouse

Mouse

Mouse

Key Sequence
Mouse

Invoke Action
Mouse

Mouse

Key Sequence
Mause

Mouse

Mouse

Key Sequence
Mause

Mouse

Mouse

Key Sequence
Mause

Key Sequence
Mouse

Mouse

Mouse

Mouse

Mouse

Mouse

Mouse

Close Applicati...

C:\KeePass\KeePass_exe
Click

X

Click

Click

Click

Click
BvarTitle
Click

Select ()
Click

Click
Bvarllsername
Click

Click

Click
SvarPassword
Click

Click

Click
SvarPassword
Click
BwarlURL
Click

Click

Click

Click

Click

Click

Click
CloseWindow

Left

Left
Left
Left
Left

Left

Left
Left

Left
Right
Left

Left
Right
Left

Left

Left
Left
Left
Left
Right
Left
Left
Oms

Relative

Relative
Relative
Relative
Relative

Relative

Relative
Relative

Relative
Relative
Relative

Relative
Relative
Relative

Relative

Relative
Relative
Relative
Relative
Relative
Relative
Relative

2] MasterPassword
2] MasterPassword
BtOK

= Edit

= AddEntry
=) Title

2 Title
MBtnlcon

@ Ll_lcon
ButtonClose
=] UserName
2] UserName
=] Password
|2 Password
= SelectAll

2] Password
2] Repeat

2] Repeat

= SelectAll

2] Repeat

2 URL

2 URL

MBtnStandardEx...

= MI_Expires
ButtonQK
= Entry

= Entry

= DeleteEntry
Save

(@ MainForm

Neuen
Eintrag
anlegen

] Eintrag I6schen

J Speichern und schlieRen



Tools fur die Qualitatssicherung




Manuelle Reviews

Effektiv:

* Genaue inhaltliche Prifung mdglich

* Prifen schwer automatisch messbare subjektive
Verstandlichkeit

» Wissensvermittlung

Aber:

» Aufwendig und teuer.

» Lange Feedback-Schleifen.
 Inkonsistent.




Automatisierte Qualitatsanalyse

Teamscale und Scout

Code  Architecture  Delta

:r;br-]Tedmstale Dashboard  Activity  Fi

File Size for jenkins

Assessment Trend Chart for jenkins

100000
RED: 10599
YELLOW: 17,487
I GReeN: 53879
© Date:Ju 29 20120831

g e

80000
60000
40000

20000

2007 2008 2009 2010 20m 2012 2013 2014 2015

1200

1,000

800

600

Metrics Trend Chart for jenkins

. Fies: 427
B Lines of Code: 59,875
Clone Coverage: 3.6%

@ Date: Feb 17 2008 21:00

200000

175000

| 150000

125000

ez

100000

50,000

25000

0
2007 2008

2009 2010 201 2012 2013 2014 2015

Clone Treemap for jenkins

© Scout

Project:

Evaluation-test ' atm.csv = PAPER / ATM
Step Action
1 Put ATM card in card-reader

2 Enter somel bad PIN.

3 Enter the same PIN again
4 Put ATM card in card-reader
5 Enter a random PIN.

Daimler-Evaluation-Test | V|

Timetravel:

AEvaluaton.Test

O Documents

Check
ATM asks for the PIN.

ATM responds U\a!‘l»hg.F“IN you entered is wrong and that
you have only two morg attempts left.

ATM responds that the PIN you entered is the same wrong
PIN again and that you have only one attempt left

ATM asks for the PIN.

The result differs on the PIN is correct.




Automatische Qualitatsanalyse — Zwei Perspektiven

O Scout

Timetravel: OC

Current Size in Word

2.3k

+424

Dashboard

datther

Activity

stem

trecent r

Welcome to the Scout Dashboard

Current Number of F Current Number of F

146

Findings Churn for qu

00 4o 0

no Change Trend: 1 Day

=

A Use Cases

Welcome to the Scout Dashboard

Findings Summary Bar Chart for qualicen---requir

Requirements Smells ]
Improper Abstraction Level
Grammatical Smetl
Imprecise Phrase Smell
Extension Point Smell
Improper Condition Smell
Steps Smell
Noming Convention Smefl
Long sentence smell
Stash Smell

Analyst ViewSet - Integrity 10

Metrics Trend Chart for qualicen File viewSet Format Edit ftem Document Content TimeEntry View Help

150 ] [T configuration Manager [T Integrity User [T ProjectManager [[TestEngineer [T TestManager |[] Analyst
| vumber of Findings: 136 =
145 — - - B 7 US £ [Normal
B Text Size (Words): 2,144 m T 15 IERIERE | » [ |
140 ~@ Dater AUg 18 2016 01:23 i
135 | [ Query: all Lo | i Requirement Document:...cation document (162)
| e T
=@ -Document
125 1 (iR 1 Headng Section Text D  DoamentD  QRC_Findings
— > 1 . 164 152
120 B <2 1.1~ Comment Introduction
. [H] 2-Heading
5 L
[H] 2.1 - Heading 1t This document is in response to the related Marketing Requirements Document 166 162 Long Sentences
g g g g g g 16 g g g2l ! "
ul2E Aug0l Augls  Augd7 AUl hugld  Augl  Augld  AugZi  AugZ By 2.11-Busess.. and outlines system level requirements for the product release in the voice of fhe
- o manufacturer
- [y 212-system... | —
I — 2 = 168 152
i) 2.2-Headng System Requirements
2.2.1-System ...
— BI}Q yetEm 2.1 = 174 162
LDy2211-sy.. Waterproof Requirements
2.3-Heading L
= o 231 System. 211 Inorder to adhere to safety requlations and match the water depth resistance of 176 182 Passive Voice
| competitars, the watch must be waterproof to a depth of 100m. The following table Long Sentences
) . | Fy2st-sye outlines the praducts of our competitors in the same price range
Treemap for qualicen-—-requirement: Commit Chart for qualicen [H] 2.4- Heading
H 503 24.1-System ... Company Waterproof to.. (m)
N LD 240.1- 5. This text has been oo
John Dae ] 3-Hesdng witen.
[ 3.1~ System Requi... xz 100
[ 3.2~ System Requi. ddd 100
Jane Roe [ 3.3 - System Requi. zzz 115
3 3.4 - System Requi.
[i] 4- Headng 2.1.2 Because of base waterproof protection. Watch face diameter must be at least 1" 178 162 Superlatives
| I3 4.1-systemReau. wide with a thickness of 0.2" to withstand water pressure at 100m. Watch face will
Max Mustermann L 3 15 au... be mads ot of glass
4.2-SystemRequi... | |39 ~ B 188 152
ml 4.3 Comment Time Zone Requirements
Aug Bhug 0Pug 10| | B g
New
— 221 All time zones must run of the same internal quartz crystal. To distinguish between 190 152 Long Sentences
the time zones. the embedded microprocessor must calculate the offset of each
time zone and keep track of the time zones chosen by the user.
2211 Wyhen one time zone time is changed, all others must adjust autematically. The 182 162 Passive Voice
only exception to this is a daylight savings time change. By knowing the offset of Vague Words
" Loopholes
each time zone, the MPU can determine the new times for the other times zones Lorg Sentences
using the appropriate offsets Comtitional Words
2.3 = = 194 152
Timer Requirements
2.3.1 This text has been written, optionally. 196 162 Passive Voice
Loopholes
For the timer feature, the counter on the digital display must be counted downto 198 1,62 Passive Voice
00:00:00

QRC_Findings_Text

This document is in response fo the related Marketing Requirements Document and
outlines system level requirements for the product release in the voice of the manufacturer

In order to adhere ta safsty regulations and match the water depth resistance of
competitors, the watch must be waterpraof to a depth of 100m. The fallowing table outlines
the products of our competitors in the same price range.

Company Waterproof to.. (m)
This text has been
80
written.
xyz 100
ddd 100
22z 15

Because of base waterproof protection. Watch face diameter must be at least 1" wide with
a thickness of 0.2" to withstand water pressure at 100m. Watch face will be made out of
glass.

All time zones must run of the same internal quartz crystal. To distinguish between the
time zones. the embedded microprocessor must calculate the ofset of each time zone and
keep track of the time zones chosen by the user

WWhen ne time zone time is changed, all others must adjust automatically. The only
exception ta this is a daylight savings time change. By knowing the offset of each time
zone, the MPU can determine the new times for the other times zones using the
appropriate offsets.

This text has been witten, optionally.

For the timer feature, the counter on the digital display must be counted down to 00-00-00.



Automatische oder manuelle Qualitatssicherung?

* Viele relevante Qualitatseigenschaften sind nicht automatisch

analysierbar

— Kommentare

— sinnvolle Verwendung von Datenstrukturen und Algorithmen
— Inhalte von Anforderungen

— logische Redundanz

* Diese Eigenschaften bedirfen der manuellen Analyse

 Manuelle Analysen sollten soweit moglich durch automatische
Analysen unterstltzt werden






